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PocT konmuectea APT-aTak zxello

POCT ATAK, MICXOOALMX OT KBASTMOULIMPOBAHHbIX
1 XOPOLLO OPraHM3oBAHHbLIX rpynn (APT)

78 %

YcneLllHblX aTakK B NepBOM YCrellHbIX OTAK BO BTOPOM
ksapTtane 2023 rona vMenu keaptane 2023 roga nmenn
LIeNeHANPABNEHHbIM XAPRAKTER LIeNeHAMNPABIEHHbBIN XAPAKTER
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AKTyanbHble Knéepyrposbl: | keapTan 2023 roga // Positive Technologies
AkTyarbHble kKnéepyrposbl: | ksapTtan 2023 rona // Positive Technologies
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https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022-q2/

n

D AYS
¢
{ Y
2? g &P cpegHee BpeMms
r‘s i MNPOOHWUKHOBEHNS
g 310y MbILLAEHHWKA
%Qg B UHOPACTPYKTYPY KOMMIAHUM

2023 Global Threat Report // CrowdStrike
M-Trends 2023 // Mandiant (Google Cloud)

mXello

MeOMNAHHOE BPpEeM4A

HEe30METHOro NPUCYTCTBUS

310YyMbILLTTEHHUKA

B MHPPACTPYKTYpPE



https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022-q2/
https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2022-q2/

§
=
§

mXello

O
>
<
0

. MpundinHa “I:
A 3awwaoT oT ueneebix atak (APT)




-I 4

DAY

Knaccum4yeckime cpeacTea 3al/Tbl
onokumpyoT 90%% yrpos

= OnunpatoTcs = [cnonbaytoT
HA OMMCAHHYIO noBeneH4YeCcKkunmn
&) FIOrMKY M MPABUNG QHONN3
=
,. &!)
T
- 4 . 4

mXello

= bbiCcTpO
NPUHUMALIOT
peLleHmne



'I'
D AYS

Oco6eHHocT APT-aTakm zxello

DUHAHCOBbIE CO) OpraHmsauns
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APT-rpynnunpoBkom
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cepsep YNPaBAEHNs

CepBeep ynpaBneHus

Fail gorh.
attempt
OnucaHune cueHapumd:
Get logs
MonyyeHne NepBMUYHOro AOCTYNa
1 UCMOMBb3OBAHME MOXHbBIX AAHHBIX HO XOCTe
7 MOMbITKA FOPU3OHTANBHOrO PACMPOCTPAHEHMS
Auth Log Co3fnaHue nHUMpeHTa
(SIEM/AD) OnogeLleHne 06 NHUMOEHTE

OdeTtekTtun poBAHME ATAKU
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3awmTa O6HapyxeHne MccnepoBaHue CoepxvBaHmne
N MUHUMM3ALMSA
noTepb

MNonydyeHne
MEPBIUHOrO 3akpennexme [ OPU3OHTANBHOE [oBblLLEHME KoMnpomeTtauus
B CeTU nepensuxeHne npuBMnerumn CUCTEMBI
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CUCTEMBI 3ALLUTHI

‘ Xello Deception
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NPONYCTIIN XaKepa 1 Yy HEro nosBnseTcs
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MpvmaHkuM (RDP, SMB, SSH)  JlosyLuka

Jlosywwka MpuMaHku (RDP, SMB, SSH)
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/1 aKTVIBOB

JNoByLUKM Npnmakw
FTP TCP/21 OC Windows
SSH TCP/22 Chrome
Web TCP/80, 443 Web credentials Internet Explorer
SMB TCP/445 Mozilla Firefox
RDP Sessions
RDP TCP/3389 |
Saved credentials RAM (LSASS.exe)
ICMP Detector =
Microsoft Credential Manager
Scan Detector -
OC Linux
LLMNR/NBT-NS Poisoning Detector UDP/5355 Files
SFTP TCP/27017 SSH Bash history
Telnet TCP/23, 2323 Known hosts
MQTT TCP/1883 OC Mac
SNMP UDP/161, 162 Bash history
FTP Configs
Ea TCP/53 9
Scripts
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[MpinmmaHKIn 1 NoBYLWIKIA
HanpaeneHbl
INCKNIO4YINTENDbHO

Ha 3/1I0YMbIWAEHHIKA
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He BMAOHbI NErMMTUMHBIM
NOJSIb30BATENSAM, MOSTOMY
HEe CO300OT JTIOXHbIX
Cpa6ATbIBAHNM

OTCYTCTBYIOT AreHTbl HO XOCTAX,
NO3TOMY C/IOXHO BbISBUTb
O0EeATEeNbHOCTb CUCTEMB
KN6epobMaHA
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Windows)
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TRITON Actor TTP Profile, Custom Attack Tools, Detections, and ATT&CK Mapping
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TOOL

SecHack

PLINK-based backdoor

OpenssH-based
backdoor

WebShell

COMPONENTS

PURPOSE

ATTACK LIFECYCLE
STAGE

Initial Compromise

Internal Reconnaissance

Establish Foothold
Escalate Privileges
Move Laterally

Maintain Presence

Complete Mission
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KinéepoodbmaH

= PacnpocTpaHeHWe NOXHbIX = PacnpocTpaHeHme NOXHbIX

Y3 B ONepaTUBHYIO NOMSATb YCTPOWMCTB PA3HbIX NPOU3BOAMTENEN
npouecca Isass.exe

X l

Q Mcnonb3oBaHne SecHack NccnepoBanme OT ceTtun OTtnpaBka
& Ons Kpaxn Y3 M YCTPOWCTB HEABTOPW30OBAHHbIX KOMAHL,
y i KomnpomeTtauus YCTAHOBKAO 63KA0PA I3MeHeHne coCToaHUS
5 Rt APM umnxeHepa MNA3 (RDP/SSH) KOHTpOAIepa
Y

TO818: Engineering T1003: OS T1021: Remote TO808: Control TO808: Modify TO808:
Workstation Credential services Device Controller Logic Unauthorized
Compromise Dumping LSASS Identification Command
A Memory Message
o 4

Kak BpenoHoc Trisis MOXEeT Mapanv3oBaTh Lesbii 30BOM, U €CTb U LAHC OT Hero 3aumtutees // Poctenekom-Conap

TRITON Actor TTP Profile, Custom Attack Tools, Detections, and ATT&CK Mapping
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